
Copyright © 2014 IEEE.  Personal use of this material is permitted.  However, 
permission to reprint/republish this material for advertising or promotional purposes or 
for creating new collective works for resale or redistribution to servers or lists, or to reuse 
any copyrighted component of this work in other works must be obtained from the IEEE. 

This material is presented to ensure timely dissemination of scholarly and technical work.  
Copyright and all rights therein are retained by authors or by other copyright holders.  All 
persons copying this information are expected to adhere to the terms and constraints 
invoked by each author's copyright.  In most cases, these works may not be reposted 
without the explicit permission of the copyright holder. 

Dale R. Thompson, Jia Di, and Michael K. Daugherty, “Teaching RFID information 
systems security,” IEEE Transactions on Education, vol. 57, no. 1, pp. 42-47, Feb. 2014. 



TE-2012-000358.R1 
 

1 

  
Abstract— The future cyber security workforce needs radio 

frequency identification (RFID) information systems security 
(INFOSEC) and threat modeling educational materials. A 
complete RFID security course with new learning materials and 
teaching strategies is presented here. A new RFID Reference 
Model is used in the course to organize discussion of RFID, much 
as the open systems interconnection (OSI) model is used in a 
computer networking course. Students use a general-purpose 
threat modeling process named STRIDE and a risk analysis 
model named DREAD to determine and to mitigate security 
risks. Class modules on topics such as the threat modeling 
process and privacy can be integrated into fourth-year 
undergraduate or first-year graduate-level computer science and 
computer engineering courses such as network security, wireless 
security, computer networks, sensor/RFID networks, or network 
performance.  
 

Index Terms—DREAD, information systems security, RFID, 
STRIDE, threat modeling 
 

I. INTRODUCTION 
ADIO frequency identification (RFID) information 
systems use tags to store data retrieved wirelessly by a 

reader. Applications of RFID include item management, 
physical access control, travel documentation, finance, 
banking, sensors, animal tracking, human identification, and 
anti-counterfeiting. RFID systems require the application of 
information systems security (INFOSEC) to protect the 
information from tampering, unauthorized disclosure, and 
denial of service to authorized users. RFID INFOSEC is 
challenging, since the distributed nature of an RFID system 
often allows an attacker easy access to the tags. 

A cyber security system designer requires a methodology 
for determining the threats and assigning risk. Threats are 
potential events that cause damage to a system and threat 
modeling is a security analysis to identify possible attacks. 
After identifying threats, the designer assigns a level of risk to 
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each threat by considering the probability of the threat 
materializing and the consequent potential damage. Then, he 
or she reduces the overall system risk to an acceptable level by 
prioritizing the threats to mitigate, and by identifying 
mitigation methods. 

To prepare the future cyber security workforce, instructors 
need RFID INFOSEC and threat modeling educational 
materials. This paper presents materials appropriate for fourth-
year undergraduate or first-year graduate students in computer 
engineering, in computer science, or in a related area. A 
prerequisite background in programming and computer 
organization is assumed. The materials include lessons on 
cryptography and electromagnetics, thus making them 
accessible to a larger number of students. Instructors can 
incorporate complete modules or individual lessons in 
mainstream courses like network security, wireless networks, 
computer networks, sensor/RFID networks, or network 
performance. 

A.  RFID System 
An RFID system uses radio signals to automatically identify 

objects [1]. RFID is used to pay for gas at the pump, in 
automobile immobilizer systems to prevent theft, in toll road 
systems to automatically pay tolls without stopping, in 
passports, in secure entry cards, in humans to uniquely 
identify them [2], and in the supply chain to manage the flow 
of pallets, cases, and items. 

An RFID system consists of tags, readers, printers, 
middleware, communication networks, and databases [1]. A 
tag contains a unique serial number that is attached to an 
object so that a reader can automatically identify the object 
with a wireless signal by querying the tag, obtaining the serial 
number, and locating it in the database. A large number of the 
object’s attributes can be referenced using this serial number. 

B. RFID Security 
Users and designers of an RFID system are concerned about 

system security, since the communication is wireless and tags 
are distributed throughout the system. A reader must ensure 
the tag being read is authentic; and the tag must ensure the 
reader trying to gain access is an authorized reader. 
Establishing authenticity by attaching RFID tags to objects 
can prevent counterfeiting, a $600 billion per year problem 
that occurs in industries such as automotive, pharmaceuticals, 
food, apparel, luxury goods, software, and entertainment [3]. 
Ensuring that only authorized readers read tags prevents 
information leakage and protects privacy. 

The prevailing ultra-high frequency (UHF) passive RFID 
Class 1 Generation 2 (Gen2) tags do not support strong 
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cryptographic algorithms for preventing information leakage, 
and have many published security flaws [4], [5]. Designers use 
Gen2 tags in the supply chain to track and trace items as they 
move from the manufacturer to the retailer. Tags have a 16-bit 
random number generator, a 32-bit password for access 
control, and perform simple exclusive-OR cryptography to 
obscure the reader-tag communication. Researchers have 
proposed new security mechanisms for Gen2 tags such as 
storing secrets protected with a password, using serialized tag 
identifiers [6], [7], re-encrypting a digital signature [8], or 
measuring the signal characteristics of the tag (signal 
fingerprinting) [9]-[11]. 

C. Related Work 
Cyberspace security has migrated from wired networks to 

wireless networks following the cyberspace pattern of a 
network of wired computers to a network of wired and 
wireless devices. The importance of hands-on experience in 
education was recognized early [12], and continues to be 
important in security education. 

In [13], the authors describe RFID project-based education, 
including a security-related keyless automobile entry system 
that uses fingerprint scanning. However, the focus was more 
on RFID design than on security. Instructors develop hands-on 
Wi-Fi network security experiments in [14], by dividing the 
method into protect, attack, and detect categories. 

Schumacher and Welch emphasize education over training, 
because the principles of using the attackers’ point of view in 
threat modeling will probably remain valid even though 
threats continue to change [12]. In [15], data mining 
association rules are used for risk assessment. Yang and 
Zhang use the threat model STRIDE [16], [17] for database 
security [18]. In [19], the Microsoft Threat Modeling tool 
[16], based on the STRIDE model [17], is used to teach 
trustworthy computing, but the descriptive details given are 
inadequate. 

II. RFID INFOSEC 

A. Objectives 
The goal of the RFID INFOSEC project is to improve the 

quality of education in RFID security by creating new learning 
materials and teaching strategies that address system-wide 
security. The instructors use learner-centered, knowledge-
centered, and community-centered principles and formative 
assessments to guide their activities [20]. In addition, they use 
the backwards design model [21] to identify the desired 
measurable outcomes, to determine evidence of competency, 
and to plan instructional strategies and learning experiences. 
These outcomes are grouped into the learning objectives that, 
at the end of the course, students will be able to: 

• Understand the tag, media interface, reader, network, 
middleware, and application layers of an RFID system;  

• Realize the security threats to an RFID system at each of 
the layers; 

• Understand techniques for mitigating threats; 
• Perform risk analysis of an RFID system; 

• Apply knowledge by configuring and using an RFID 
system; and 

• Understand privacy concerns with RFID. 

B. Developed Educational Modules 
RFID INFOSEC teaches undergraduate students about 

RFID systems and security/privacy issues. It provides a 
system-wide description of an RFID system using a layered 
reference model. In addition, it addresses RFID security and 
privacy threats, risks, and mitigation techniques. The materials 
include lesson plans, lecture slides, homework assignments, 
laboratories, and assessment rubrics organized into modules. 
All materials are available at http://rfidsecurity.uark.edu. 

There are six modules in RFID INFOSEC:  RFID 
Background, RFID Security, Tag Layer, Media Interface 
Layer, Reader Layer, and RFID Standards. Each module has 
an associated Goals/Assessment document that describes the 
module and gives the goal, the assessment method, a hook for 
capturing student interest, a list of lessons, and a culminating 
activity. In addition, each module has an Assessment Rubric 
document for assessing understanding. Each row of the 
Assessment Rubric assesses learning for each lesson in the 
module. At the beginning of each module, students are 
presented with the Goal/Assessment and Assessment Rubric 
documents so they understand the goal of the module and the 
method by which success is defined. 

Each module contains multiple lessons, each of which has a 
lesson plan providing the rationale, objectives, explicit 
concepts, reflection questions, engagement plan, expansion 
questions, lesson assessment, equipment, software, and 
references. Lesson slides in PowerPoint and PDF formats are 
also provided. The six modules are described below. 
1) RFID Background 

In this module, the students are introduced to RFID. They 
discuss the requirements of a low-cost tag and learn the major 
parts of a passive tag. Next, students learn about the major 
institutions involved in developing the Electronic Product 
Code [6], which is the most popular standard for passive 
RFID. They learn that RFID’s first large-scale application is 
for tracking items in the supply chain. Next, they learn how 
RFID will be a key technology in the Internet of Things. 
Students are presented with the diverse set of RFID 
applications including item management, physical access 
control, travel documents, finance, banking, sensors, animal 
tracking, human identification, and anti-counterfeiting. They 
learn the differences between active, passive, and semi-passive 
tags. Next, students learn the layered RFID Reference Model, 
Fig. 1, that was developed to organize in-class discussions of 
RFID. This is analogous to the way a computer networking 
class uses the OSI model; this divides a complex system into a 
number of layers to organize discussion. Finally, students 
discuss RFID security issues, social implications, and privacy 
concerns. 

 
2) RFID Security and Threat Modeling 

In this module, students learn general security issues, 
terminology, and mechanisms. They are provided with enough 
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security background to perform basic threat modeling and risk 
analysis. First, they learn the three principles of security: 
confidentiality, integrity, and availability. Next, students 
discuss threats to an RFID system, such as skimming, when an 
attacker reads a tag such as reading a credit card in a purse 
without the owner knowing it. Students then discuss the 
advantages and disadvantages of tracking individuals and how 
this relates to privacy. They learn basic cryptographic 
techniques and how to apply them. For example, they learn the 
difference between symmetric cryptography that has one 
secret key, and asymmetric cryptography that has both a 
public and private key. 

Students perform threat modeling, which is one of the most 
important and original aspects of this work. Threat modeling 
is a security analysis technique to determine the most 
important security risks to a system. In recent course offerings 
students have performed threat modeling on an RFID-enabled 
credit card, access control to an amusement park, and an 
RFID-enabled cell phone for purchasing vending machine 
items. To determine threats, students use an existing software 
threat model called STRIDE [17] from the software 
development area, and apply it to an RFID system. The 
STRIDE Threat Model, shown in Table I, classifies threats as 
Spoofing, Tampering with data, Repudiation, Information 
disclosure, Denial-of-service, and Elevation-of-privilege. 
Spoofing is mimicking an entity such as a tag to defeat the 
security; Repudiation is a user denying or masking that they 
performed an action; and Elevation-of-privilege is a user or 
attacker improperly accessing functions reserved for higher-
privilege users. The threat model can be applied to any 
system, not just RFID, and is easy to understand and teach. 

 
Students then quantify the risk of each threat using the 

DREAD risk analysis model [17]. They rank the Damage 
potential, Reproducibility, Exploitability, Affected users, and 
Discoverability of each threat from one to ten, with ten being 
the highest risk. Students calculate the overall risk by 
averaging the five categories. Threats with a higher DREAD 
score have more risk than threats with a lower score. Like 
STRIDE, DREAD is general enough to be applied to many 
different systems. Finally, students suggest mitigation 
techniques for the threats based upon the STRIDE model. 
They use threat modeling throughout the course to determine 
and rank threats. 

 
3) Tag Layer 

In the Tag Layer module, the students learn the architecture 
of a passive RFID tag. Next, they study the tag finite state 
machine that is described in the Gen2 standard. Finally, they 
discuss threats to tags and mitigation techniques. 

In the architecture discussion, students learn how to classify 
tags into the four tag classifications described in the 
EPCglobal Gen2 specifications. (EPCglobal is a not-for-profit 
organization that developed commercial, world-wide RFID 
standards.) Next, they learn the components of a passive tag, 
including the antenna, rectifier, charge pump, voltage 
regulator, demodulator, oscillator, and modulator. Then, they 
learn the standard memory organization of a Gen2 tag. 

The Gen2 tag finite state machine defines how readers and 
tags communicate. This is the core material for students to 
understand the exchange of information between readers and 
tags. First, students learn the select, inventory, and access 
operations between readers and tags. Then, they learn the 
details of the process a reader uses to access tag information. 
Students learn how multiple tags share the wireless media 
using a media access control (MAC) protocol that requires the 
tag to have a random number generator and a slot counter. 
Finally, they review how Gen2 manages tag populations. 

At the end of this module, the students learn tag threats, 
risks, and mitigation techniques. Attackers may temporarily 
possess a tag or be close enough to read a tag, which makes 
tag layer security difficult. Students use the STRIDE and 
DREAD models to determine and quantify threats. They study 
general mitigation techniques for preventing counterfeiting of 
tags. Next, students learn Gen2 techniques to mitigate 
tampering with tag data and tag cloning. Finally, they learn 
different types of side-channel attacks where attackers 
measure power or timing variations to determine secret keys. 

 

 

Fig. 1.  RFID Reference Model 
  

TABLE I. STRIDE THREAT MODEL [17] 
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4) Media Interface Layer  
In this module, students study the communication between 

the reader and tag over a wireless channel. This is the longest 
and most complex module in RFID INFOSEC. First, students 
learn the advantages and disadvantages of the different 
frequency bands used by different RFID systems. Next, they 
learn basic electromagnetics and antenna design. Finally, they 
apply the Friis formula for estimating the read range of a 
passive RFID system. 

Students learn the modulation and encoding techniques for 
reader-to-tag and tag-to-reader RFID communication. They 
apply the fast Fourier transform (FFT) using the open source 
math tool Octave [22] to understand how the tag-to-reader 
signal can be moved to a frequency range that has less 
interference from the reader carrier wave. Next, students learn 
the Gen2 anti-collision Q protocol (also known as a media 
access control protocol) for communicating with multiple tags 
over the same wireless media. Then they learn the unlicensed 
industrial, scientific, and medical (ISM) band regulations used 
by RFID, which includes power restrictions and frequency 
hopping. 

Finally, students investigate the security of the RFID media 
interface layer. The primary medium for RFID is a wireless 
channel that can be received by anyone within range of the 
reader and/or tag. Students discuss security threats (such as 
eavesdropping and jamming by an attacker) and mitigation 
techniques (such as encryption and throttling). They use the 
STRIDE threat model and the DREAD risk analysis model to 
identify, quantify, and mitigate threats. 
5) Reader Layer 

In the Reader Layer module, the students study the general 
architecture of a reader, with emphasis on Gen2. They learn 
the major components of a reader that contains a software-
defined radio and processor. Then, students learn the 
advantages and disadvantages of single- (monostatic) and two-
antenna (bistatic) configurations. They learn how Gen2 
sessions improve system performance and how to choose an 
appropriate session for a given application. In addition, 
students learn methods to decrease reader-to-reader 
interference in Gen2. Then, they review the low-level reader 
protocol (LLRP) that defines the interface between an RFID 
reader and a client. 

Finally, students discuss reader security. RFID readers are a 
combination of software-defined radios and computers with 
operating systems. The readers have data link interfaces, such 
as Ethernet or Wi-Fi, connected to a computer network. 
Therefore, readers have the same security threats as any 
computer connected to a network including threats to the 
operating system and threats from the network. Students learn 
the threats, risks, and mitigation techniques using the STRIDE 
and DREAD models. 
6) RFID Standards 

In this module, students review RFID standards, laws, 
regulations, policies, and guidelines. They learn Gen2 RFID 
that is commonly used for item management in the supply 
chain [6]. They then learn the history of how Gen2 became the 
ISO/IEC 18000-6C standard, and review a group of ISO 

standards related to RFID so that they can obtain more 
information. 

C. Laboratories and Resources 
1) Laboratories 

Students configure and use an RFID reader to further 
develop the concepts learned in the modules, during two 1.5 
hour labs. In the first lab, the students read and write tags and 
experiment with tag orientation and how it affects the read 
range. In the second lab, they measure the nominal read range 
and determine what materials will shield the tag from being 
read. The instructors developed software tools to perform all 
critical activities such as read, write, lock, unlock, and kill. 
When the tag receives the kill command it self-destructs. In 
addition, the instructors built inexpensive antenna and reader 
stands, using readily available materials. Documentation of the 
software and plans for the stands are available at the project 
website. 
2) Recommended Resources 

The instructors recommend using both classroom and 
laboratory resources for RFID INFOSEC. The laboratories 
reinforce the concepts and are relatively inexpensive to 
implement. However, the course may be delivered without the 
laboratory component. The classroom resources include lesson 
plans, lecture slides, homework assignments, and assessment 
rubrics organized into modules. 

III. ASSESSMENT AND EVALUATION 
The instructors assessed and evaluated the RFID INFOSEC 

educational modules by administering student surveys, 
developing rubrics for each module, and arranging an external 
desk review by an RFID subject matter expert to determine if 
the modules could be adopted by other universities. Each tool 
is described below. 

A. Student Surveys 
The University of Arkansas uses the Purdue Teaching and 

Course Evaluation System to evaluate student attitudes toward 
a course, the materials within that course, and the instructor. 
The questionnaires allow students to rank the strength or 
weakness of particular aspects of the course on a five-point 
scale and also allow them to write specific comments. 
Evaluation forms are distributed to and collected from classes, 
by someone other than the instructor, and processed. In the 
following term, a computerized summary of responses is 
provided to the instructor along with the original forms. This 
instrument was used to evaluate students’ interest in the newly 
developed materials and to find out whether or not they 
thought the materials were useful and helpful. They received 
such a questionnaire and completed it anonymously at the end 
of the semester. 

The results of six out of the 18 questions related to the 
course materials are shown in Table II for the Fall 2008 and 
2009 semesters. The students respond to each question with a 
value of ‘1’ to ‘5’, with ‘5’ indicating “strongly agree”. The 
median is shown along with the percentile ranking for the 
response. For example, the score of the first question is 4.6, 
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which was better than 92 percent of all other courses taught in 
the Computer Science and Computer Engineering Department 
at the senior level. The first two numbers in Fall 2009 are 
lower because that course offering contained too much 
theoretical material on FFTs. Comments on the student survey 
included a statement that some of the topics were too difficult 
to understand. The more in-depth coverage of FFTs did not go 
well. Note that the percentile on the fourth question in Table II 
seems low but after reviewing the raw data, 12 students had 
marked “strongly agreed” and ten students had marked 
“agreed” in 2008. In addition, in 2009, on the fourth question 
five students had marked “strongly agreed”, three students had 
marked “agreed”, and one had marked “undecided”. 
Therefore, the low percentile on the fourth question is not of 
concern.  

 

B. Module Rubrics 
An external evaluator from the College of Education and 

Health Professions worked with the instructors to develop an 
Assessment Rubric document for each educational module to 
assess understanding. Each row of the Assessment Rubric 
assesses learning for each lesson representing one topic of the 
module. Specific objectives that the student should know, be 
able to do, or value are listed. Each topic is ranked as 
Unacceptable (0), Marginal (1), Acceptable (2), or 
Exceptional (3), and assigned a value from zero to three. The 
instructor uses a question on a homework, quiz, or exam to 
measure understanding. Then the overall performance of a 
student on a module is scored by adding the values from each 
row corresponding to a lesson. Overall performance on the 
module is assigned ranges of scores depending upon the 
number of covered topics (lessons). The ranges for 
Unacceptable, Marginal, Acceptable, and Exceptional are 
calculated by assuming a uniform discrete distribution to 
determine the mean and standard deviation. Unacceptable is 
defined as less than one standard deviation below the mean. 
Marginal is defined as the range between one standard 
deviation below the mean and the mean. Acceptable is defined 
as the range between the mean and one standard deviation 
above the mean. Exceptional is defined as more than one 
standard deviation above the mean. The instructor explains the 
Assessment Rubric document to the students at the beginning 
of each module so they understand the goal and the definition 
of success. 

The results of the Module Rubrics for two field-tests are 
shown in Table III. The overall performance score is an 
average of ten students for each class and normalized by 
dividing by the maximum possible number of points for each 
module. As seen in Modules 1-4, the material was made more 
challenging in response to an analysis of the feedback from 
the Student Surveys. Note that the more challenging material 
caused the students to find the course assignments to be more 
interesting, as seen in Table II. In Table III, the scores on 
Module 3 and Module 4 are lower because students were 
challenged by the details of the finite state machine of the tag 
and the electromagnetics material. 

C. External Desk Review 
After teaching and testing the educational modules for the 

first time, the instructors improved the materials based on both 
the student surveys and module rubric results. Then the 
external evaluator worked with the instructors to develop a 
survey for an external desk review by a subject matter expert 
on RFID. This survey was administered using an online 
assessment instrument, and the external evaluator used the 
results to review the educational modules. The subject matter 
expert provided detailed comments and suggestions for 
improving the modules and website that were implemented the 
second time the course was taught. 

IV. DISSEMINATION AND USE 
The new learning materials have been disseminated through 

a project website (http://rfidsecurity.uark.edu), the National 
Science Digital Library (http://nsdl.org), an email distribution 
list (https://mailman.uark.edu/mailman/listinfo/rfid-infosec), a 
conference presentation [23], and presentations to business 
representatives and prospective students. The project website 
contains the RFID curriculum, the RFID Reference Model, 
publications, presentations, pictures, and related links. 

Modules and/or lessons can be integrated into mainstream 
courses. Instructors can use the RFID application and privacy 
lessons in the RFID Background module in a wireless security 
or sensor/RFID networks course. They can use the 
cryptography and threat modeling lessons in the RFID 
Security module in a network security, wireless security, 

TABLE II. KEY STUDENT SURVEY RESULTS FROM RFID INFOSEC COURSE 
TAUGHT IN FALL 2008 AND 2009 

 
 

 
TABLE III. RESULTS OF THE MODULE RUBRICS 
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computer networks, or sensor/RFID networks course. 
Instructors teaching wireless security or sensor/RFID 
networks can use the tag architecture lesson in the Tag Layer 
module to explain typical sensors. They can use the lessons on 
electromagnetics and media access control in all network 
courses as well as background for a network performance 
course. Table IV provides a mapping of modules to 
mainstream courses.  

V. CONCLUSIONS 
In the work presented here, the authors developed 

educational materials for teaching RFID INFOSEC, and 
developed a new RFID Reference Model for organizing and 
teaching the material. The main contribution of this work is 
the threat modeling process used to categorize threats, 
quantify risks, and identify mitigation techniques that can be 
applied to any information system, not just RFID. The 
suggested threat modeling process is generalized such that it 
can be applied to any present or future information system, 
while having enough detail to be practically useful. 
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